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1.0 PROSES KERJA

BIL PROSES KERJA

1 | Klik ikon Wifi yang terletak di bahagian penjuru kanan Menu Bar di skrin MacOS dan klik “Open Network
Preferences” seperti gambarajah dibawah :

Wi-Fi: Looking for Networks... 3
Turn Wi-Fi Off

v myUTeM a=F
eduroam a =
UTeM-Cuest il

Join Other Network. ..

aate Natwork
Open Network Preferences... |

2 | Popup untuk tetapan Network seperti dibawah akan muncul, sila tekan butang + seperti di gambarajah
dibawah :

800 Network
| <> | [ Showall | (Q

Location: | Automatic .l

Status: Connected | Turn Wi-Fi Off |
] Wi-Fi is connected to myUTeM and has the IP
@ Bluetooth PAN @ address 10.129.9.77.
Not Connected
Thund...t Bridge g2 : . .
N o 10IE Geadp Network Name: | myUTeM &

[ | Ask to join new networks

Known networks will be joined automatically.
If no known networks are available, you will
have to manually select a network.

802.1X: Default | Disconnect |

Authenticated via PEAP (MSCHAPV2)
Connect Time: 00:06:55

(¥ Show Wi-Fi status in menu bar | Advanced... | I\':J‘/l

|  Assist me... | Revert Apply
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Interface : VPN

3 | Pilih dan masukkan maklumat yang diperlukan seperti gambarajah dibawah dan klik “Create”:
a.
b. VPN Type : L2TP over IPSec
C.

Service Name : VPN@UTeM

Network

[« /> ) [ Showal |

- Wi-Fi
“ Connected

Bluetooth PAL
Mot Connected

@ Thund...t Bric

Mot Connected

Select the interface and enter a name for the new service,

Interface:|| VPN 3

VPN Type:|| L2TP over IPSec || fi-fioff |
id has the IP

Service Name:| VPN@UTeM

| Cancel | [ Create J .

[ I TASK TO |oin new networks

Known networks will be joined automatically.
If no known networks are available, you will
hawve to manually select a network.

802.1%: Default | Disconnect |

Authenticated via PEAP (MSCHAPZ)
Connect Time: 00:18:23

(v Show Wi-Fi status in menu bar | Advanced... | I\'f/l

| Assist me... | Revert Apply
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Seterusnya, masukkan tetapan seperti dibawah :
a. Configuration : Default
b. Server Address : vpn.utem.edu.my
c. Account Name : <ID Staf/No.Matriks Pelajar>@<nama virtual hub>
d. Nota - Nama virtual hub adalah seperti berikut :
i. Academic
ii. Non-Academic
iii. Post-Graduates
iv. Under-Graduates-FKE
V. Under-Graduates-FKEKK
vi. Under-Graduates-FKM
vii. Under-Graduates-FKP
viii. Under-Graduates-FPTT
iX. Under-Graduates-FTKEE
X. Under-Graduates-FTKMP
Xi. Under-Graduates-FTMK
e. Klik butang “Authentication Settings...”

4 | Perhatikan disebelah kiri tetapan, interface baharu untuk sambungan ke VPN telah dimasukkan.

800 Network
[« | » || Showall | Q
Location: | Automatic =
Wi-Fi ==
® Connectec = Status: Not Configured

L 1]
= =
B

o
o
o
o

=
-
]
oo

=

°> Configuration: | Default

Ak

o
A

Server Address: | vpn.utem.edu.my

P [,
- sl :
Account Name: | 00912@non-academic
| Authentication Settings... |
|  Connect |
| |Show VPN status in menu bar | Advanced... | | ? |
+ | - [f — W
| Assist me... | | Revert | | Apply
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5 | Seterusnya masukkan kata laluan Wifi UTeM di ruangan Password untuk bahagian User Authentication
dan kata laluan rahsia vpn pada ruangan untuk bahagian Machine Authentication :
a. User Authentication > Password : <kata laluan Wifi UTeM>
b. Machine Authentication > Shared Secret : vpn
c. Klik butang “OK”
000 Netwaork

[ | H Show All |

User Authentication:

@Password: sesnsasee
@ Wi-Fi () RSA SecurlD

Connected

() Certificate | Select...
Bluetooth PA

Not Connected \ _ | Kerberos
o Thund...t Bridge '/ CryptoCard ——
Not Connected y "
Machine Authentication: I
O (®) Shared Secret: e 1]+
(| Certificate Select...
-
Group Name:
(Optional)
|  Cancel | oK
[ | Show VPN status in menu bar | Advanced... | ([ ? )
+ — #v Sttt e

|  Assistme... | | Revert | | Apply |
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8 oo
| 4| > || ShowaAl |

“Tick” pada pilihan “Show VPN status in menu bar” (hanya untuk menunjukkan sekiranya pengguna telah

connected pada VPN dan menunjukkan tempoh masa connected di Menu Bar) dan klik butang “Connect”
untuk sambungan ke VPN UTeM.

Network

Location: | Automatic

o
4

-

7

—-#—T

P Wi-Fi ]
Connected v

@ Bluetooth PA G}
Not Connected

Thund...t Bridge @m>

Configuration

Status:

Server Address:

Account Name:

Not Connected

| Default

vpn.utem.edu.my

00912@non-academic

| Authentication Settings... |

| Connect |

I @Show VPN status in menu bar I

| Advanced... | .'_)'.

Assist me... | Revert Apply
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Sambungan ke VPN UTeM berjaya.

e 0o Natwork
| 4| > || Showall | (Q
Location: | Automatic =
Wi-Fi e
Connected - Status: Connected
Connect Time: 00:00:42 Sent: |
a @ IP Address: 172.22.250.248 Received: [0

Bluetooth PAN

Not Connected

Q

&

@ Configuration

Thund...t Bridge

Not Connected

[E Show VPN status

Server Address:

Account Name:

: | Default

vpn.utem.edu. my

0091 2@non-academic

| Authentication Settings... |

| Disconnect |
in menu bar | Advanced... | (?)
| Assist me... | Revert Apply
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8 | Selepas menggunakan sambungan VPN UTeM, pengguna digalakkan untuk “Disconnect” daripada terus
menerus terhubung dengan sambungan VPN. Ini penting sekiranya pengguna menggunakan mobile-data
berbayar untuk menggunakan sambungan VPN ini. Sila “Disconnect” setelah selesai urusan dengan
menggunakan perkhidmatan VPN UTeM sekiranya untuk mengelakkan pembaziran data-plan pengguna
dan juga untuk meminimakan penggunaan sumber daripada server VPN dan rangkaian UTeM.

Walaubagaimanapun, sekiranya tiada aktiviti sepanjang sambungan VPN ini, VPN UTeM akan terputus
secara automatik selepas dua jam atau sekiranya peranti yang digunakan ditutup. Pengguna boleh
“Disconnect” sendiri dengan klik pada ikon VPN di menu bar dan pilih “Disconnect VPN@UTeM”. Melalui
cara yang sama juga, pengguna boleh “Connect” semula ke VPN UTeM.

Disconnect VPN@UTeM

+ Default

v Show Time Connected
v Show Status While Connecting

Open Network Preferences...
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9 | Tips akhir sekiranya selepas membuat sambungan ke VPN UTeM dan pengguna mendapati VPN UTeM
telah tersambung tetapi masih tidak dapat akses ke rangkaian UTeM seperti sepatutnya, sila naikkan
“Service Order” VPN@UTeM ke kedudukan lebih atas daripada “Wi-fi” seperti gambarajah berikut.

NOTA : Ini terjadi kerana secara default, MacOS akan sentiasa cuba ke Internet dengan kesemua
sambungan yang difikirkan paling optimum. Oleh itu, sekiranya kita sedang menggunakan perkhidmatan
VPN UTeM, kita mahukan sambungan kita itu keluar mengikut sambungan VPN dan bukannya
sambungan Wi-fi biasa.

a. Klik pada butang berbentuk gear seperti dibawah :
eaoon Metwork

[« > || ShowAll | Q

Location: | Automatic =

Status: Connected
Connect Time: 00:00:42 Sent: OO000OOOOC

IP Address: 172.22.250.248 Received:

. Iﬁl 5

£ =S¥

@ Bluetooth PA @ Configuration: | Default .
Mot Connected
Thund...t Bridge @:@ Server Address: |vpn.utem.edu.my
Not Connected

Account Name: 00912@non-academic

| Authentication Settings... |

| Disconnect |
+ H [V Show VPN status in menu bar [ Advanced... | (7)
| Assist me... | Revert Apply

b. Klik “Set Service Order...”
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T+ - (¥ Show Wi-Fi status in menu bar | Advanc
Duplicate Service...
Rename Service... | Assistme... | | Revert |

Make Service Inactive ARG
Set Service Order...

Import Configurations...

R P hin i st s b L
exXport conngurations

Manage Virtual Interfaces...

c. Klik dan heret (drag) “VPN@UTeM” sehingga kedudukan lebih atas daripada “Wi-fi” dan klik “OK”".
(gambar ihsan google)

000 Network
[ | H Show All J

Location: | Automatic =

Service Order:
Wi-Fi |
|
P \le-le?tSDOt ‘| Bluetooth DUN

e Bluetooth PAN 2
P Bluetooth PAN 2 VPN (L2TP)

Not Connected

o Wi-Fi {

Connected

Drag services to change order. ===
IS...

| Cancel | [ oK ]

10 | Selamat menggunakan perkhidmatan VPN UTeM.




