MANUAL PENGGUNA

Versi 1.0

INSTALASI VPN CLIENT

UNIVERSITI TEKNIKAL MALAYSIA MELAKA

1.0 PROSES KERJA

PROSES KERJA

Layari laman web : https://www.softether.org/

=3 SoftEther VPN Pr

<« > @ softether.org
| |

i Apps SAN & NAS Storage

& University of Tsukuba, Japan | H Search | -

£, SoftEther VPN Top Why SoftEther VPN Documents  Download Support  About Project

1 SoftEther VPN Project SoftEther VPN Project b
b Why SoftEther VPN

SoftEther VPN Project

Specification

Documents SoftEther VPN Project develops and distributes SoftEther VPN, C.
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Support & Forum as an academic project from University of Tsukuba i, under the Apache : i .
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lapanese (BET) + SE201901: CVE-2019-11868: SoftEther VPN Server NDIS 5.x Windows Local Bridge Driver Local Privilege
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+ Added the SoftEther VPN Server JSON-RPC API Suite implementation. (July 7, _
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Pada laman utama, klik tab “Download” dan klik “Download SoftEther VPN”.
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Japanese (BED) + SE201901: CVE-2019-11868: SoftEther VPN Server NDIS 5.x Windows Local Bridge Driver Local Privilege
Escalation Vulnerability (July 9, 2019)
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3. | Klik pada “Download SoftEther VPN" .

% Download -

<« > =E= & softether.org/5-download
1 Apps B ' ~ | SAN & NAS Storage

& University of Tsukuba, Japan | “ Searen] -

£, SoftEther VPN Top Why SoftEther VPN Documents Download Support About Project

@ SoftEther VPN Project SoftEther VPN Project » Download

b Why SoftEther VPN

Screenshots D OW n | O a d

Specification
Documents SoftEther VPN is open-source free software. You may use, copy, modify, merge, publish, distribute, sublicense, and/or sell
~ Download copies of SoftEther VPN.

Version Histary (ChangeLog)
Primary Download Server (hosted by Windows Azure):

I Source Code

Support & Forum | Download SoftEther VPN 2

About Softether VPN Project Language: English, Japanese and Simplified Chinese.
=

Jzpanese (B758) OS: Windows, Linux, Mac OS X, FreeBSD and Solaris.

Table of contents
Primary Download Server [hosted by Download from CNET Download.com:

Yo Fze) + Download SoftEther VPN from CNET Download.com2
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4. | Pilih pilihan yang dinyatakan seperti rajah dibawah untuk memuat turun perisian
client SoftEther. Klik pada pautan yang pertama untuk memuat turun versi client

yang terkini.

&2 Download - So

8 softether-download.com/en.aspx?product=softether

SAN & NAS Storage

Select Software

‘SDﬂE‘[her VPN (Freeware) V‘ |

Select Component

| [SoftEther VPN Client 7] |

Select Platform

Select CPU

Download Files (76)

» Note: The following program uses the network functions of the operating system because this is VPN software.
Some anti-virus software or firewalls warn that such behavior might be dangerous.
If your anti-virus disturbs the VPN function, add the VPN program file or the installer to the exception list.

SoftEther VPN Client (Ver 4.34, Build 9745, rtm)
softether-vpnclient-v4.34-9745-rtm-2020.04.05-windows-x86_x64-intel exe (48.90 MB)
[Nen-55L(HTTP) Download Link] Try this if the above (ink fails because your HTTP client doesn't support TLS 1.2,
Release Date: 2020-04-05 <Latest Build-
What's new (Changelog)

L English, Jap implified Chinese

0S: Windows, CPU: Intel (x86 and x64)

(Windows 98 /98 SE / ME / NT 4.0 SP6a / 2000 SP4 / XP SP2, SP3 / Vista SP1, SP2 / 7 SP1 /8 /8.1 / 10 / Server 2003 SP2 / Server 2008 SP1, SP2 / Hyper-V
Server 2008 / Server 2008 R2 SP1 / Hyper-V Server 2008 R2 / Server 2012 / Hyper-V Server 2012 / Server 2012 R2 / Hyper-V Server 2012 R2 / Server 2016
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softether-v...

Klik “Next”.

Welcome to the SoftEther VPN Setup Wizard

EEE

5. | Setelah selesai memuat turun perisian client tersebut, klik dua kali pada installer
yang telah dimuat turun :

@l SoftEther VPN Setup Wizard (Version 4.34.9745)

Extremely Powerful Open-5ource VPN Software.

SoftEther VPN is freeware developed at University of Tsukuba, Japan. High-performance VPN
with the ultimate compatibilities to many devices, Windows, Mac, smartphones, tablets
[iPhone, iPad, Android, Windows RT) and Cisco or other VPN routers are supported.
SoftEther VPN also accepts OpenVPN and M5-55TP VPN clients.

r - ) ."'I I|, |:j '\\J
Cipen VP L 12TP CEthesP | S -
L] | ] ] ]
IPad iPhone
Linux Mac Androld Tab . Android S
Windows RT Windows Phaons Cisco WPN Roarers

I — Y .
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Pilih “SoftEther VPN Client” dan klik “Next”.

ﬁ SoftEther VPN Setup Wizard (Version 4.34.9745)

G

Select Software Components to Install

h SoftEther VPN Client
U SoftEther VPN Client Manager (Admin Tools Only)

About SoftEther VPN Client

®@  Install it on VPN client comuters, & VPN client computer will be able to connect to the central
H VPM Server. The management tools will be also installed.

Tick pada “Agree” dan klik “Next”.

i@ SoftEther VPN Setup Wizard (Version 4.34.9745)

End User License Agreement C

Please read the End User License Agreement carefully.

Copyright (c) all contributors on SoftEther VPM project in GitHub,
Copyright (c) Daiyuu Mobori, SoftEther Project at University of Tsukuba, and SoftEther

Corporation.
Licensed under the Apache License, Version 2.0 (the "License");

you may not use this file except in compliance with the License.
You may cbtain a copy of the License at

hitp:/fwww.apache.org/licenses/LICEMSE-2.0

| agree to the End User License Agreement.
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8. | Klik “Next”.

ﬁ SoftEther VPN Setup Wizard (Version 4.34.9745)

Important Notices

S

[ i SoftEther VPN software has extremely powerful communication abilities. Before use please read the
Important Motices carefully.

THE IMPORTANT MOTICES ABOUT SOFTETHER VPN &

FUMCTIONS OF VPN COMMUNICATIONS EMBEDDED ON THIS SOFTWARE ARE VERY
POWERFUL THAMN EVER. THIS STROMG VPN ABILITY WILL BRING YOU HUGE BEMEFITS.
HOWEVER, IF YOU MISUSE THIS SOFTWARE, IT MIGHT DAMAGE YOURSELF, IN ORDER
TO AVOID SUCH RISKS, THIS DOCUMENT ACCOUNTS IMPORTANT MOTICES FOR
CUSTOMERS WHO ARE WILLING TO USE THIS SOFTWARE. THE FOLLOWING
INSTRUCTIONS ARE VERY IMPORTANT, READ AND UNDERSTAND IT CAREFULLY,
ADDITIONALLY, IF YOU ARE PLANNIMNG TO USE THE DYMNAMIC DNS, THE NAT
TRAVERSAL OR THE VPN AZURE FUNCTIONS. READ THE SECTION 3.5 CAREFULLY.

W

9. | Pilih pilihan “C:\Program Files\SoftEther VPN Client” dan klik “Next”.

i SoftEther VPN Setup Wizard (Version 4.34.9745)

Directory to Install on

i l Please specify the directory to install SoftEther VPN Client.

(Rl

| ® c:\Program Files\SoftEther VPN Client |

() specify the Directory

[] advanced Install Options for Experts

<o carce
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10.

Klik “Next”.

g_i"_'l SoftEther VPM Setup Wizard (Version 4.34.9745)

Ready to Install

Install of SoftEther WPN Client is ready.
i

Click Mext to perform the install.

<t Cancel

Instalasi perisian.

ﬁ SoftEther VPN Setup Wizard (Version 4.34.9745)

Setup is in Progress

S

£, SoftEther VPN o

'®@  The setup of SoftEther VPN Client is in progress.

(Rl | Please wait...

Stopping the "SoftEther VPM Client” service ..

Urniversity of
Tsukuba, Japan,

< Back Mext =

Cancel
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11.
“Finish” .

i SoftEther VPM Setup Wizard (Version 4.34.6745)

Setup Finished

Setelah instalasi selesai, tick pada “Start the SoftEther VPN Client Manager” dan klik

0

The setup process of SoftEther WPM Client has completed swccessfully.

Bl ]

I Start the SoftEther WPM Client Manager. I

SoftEther WPHM is a work of the research and development project of lapanese

[
o ﬁ Gowvernment, subsidized by Ministry of Economy, Trade and Industry of lapan,
administrated by Information Promotion Agency.

=< Back I I Finish I I

Cancel

12. | Klik pada “Add VPN Connection”.

& SoftEther VPN Client Manager
Connect  Edit  View Virtual Adapter Smart Card  Tools Help
|_VPN Cennectich Setting Name Status VPN Server Hostname Virtual Hub Virtual Netwerk A,
{l=j Add VPN Connection [
Wirtual Metwork Adapter Name Status MAC Address Versicn
0 VPN Client Adapter - VPN Enabled 5E-05-35-9C-5B-F& 4.25.0.9658
.!_",; SoftEther VPN Client Build 9745

SoftEther VPN Client Manager Ea Mot Connected

EBefare you can create a new VPN Connection Setting you
need to create a Virtual Network Adapter.

Do you want to create a Virtual Metwork Adapter?

Yes Mo

Klik “Yes”.
SoftEther VPM Client Manager
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13.

Biarkan ia kepada tetapan default dan klik “OK”.

Create Mew Virtual Metwork Adapter

A new Virtual Network Adapter will be created an the system.
You cam specify a name for the Virtual Metwork Adapter, whichcan be a
maximum of 31 alphanumeric characters.

Virtual Metwork Adapter Mame: |

The name of a Virtual Metwaork Adapter must be VPN or "WVPM2' to "WVPM127".
(Maximum 127 adapters can be created.)

QK Cancel

Tunggu sementara adapter untuk VPN diinstallkan ke dalam komputer.

m Creating a new Virtual Network Adapter for Windows.

This process can take several seconds or over a minute.
Please wait...

{Please do not perform other operations while the Virtual Network Adapter is

being installed.)
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14. | Masukkan maklumat seperti berikut:

1. Setting Name : UTeM

Host Name : vpn.utem.edu.my

3. Select Virtual Hub Name :
i. Pengguna Staff — pilih samada “Academic” atau “Non-academic”
ii. Pengguna Student — pilih samada “Post-graduate” atau “Under-

graduate”

4. Pilih pilihan “RADIUS or NT Domain Authentication” pada ruangan Auth

Type dan masukkan username (nombor staff atau nombor matrik pelajar)

dan password anda (credential adalah sama seperti untuk login ke wifi
UTeM)

N

Setelah selesai, klik “OK”.

New VPM Connection Setting Properties

% Please configure the WPM Connection Setting for VPN Server. Virtual Metwork Adapter to Use:

Setting ﬂame:l | UTeM I

Destination VPN Server:

g Specify the host name or IP address, and the port number
| | and the Virtual Hub on the destination VPN Server.

9% PN Client Adapter - VPN

Host Mamé4: | vpn.utem.edumy

Port Number: [ pisable nat-T User Authentication Setting:
Set the user authentication information that is required when
Virtual Hub Narn connecting to the VPN Server.

Academic

: Auth Typgl | RADIUS or NT Domain Authentication
Proxy Server as Relfy Mon-academic

B o Y e rocin User Name] |00912 |

Under-graduate

Password| | sesnsanes |

Proxy Type: (®) Direct TCP/IP Connection (Mo Proxy)
O Connect via HITP Proxy Server
O Connect via SOCKS Proxy Server

Proxy Server Setting Advanced Setting of Communication:
an"g Reconnects Automatically After Disconnected
Server Certificate Verification Optiomn: il
[] Always Verify Server Certificate Reconnect Interval: seconds
Manage Trusted CA Certificate List Infinite Reconnects (Keep VPN Always Onling)
Specify Individual Cert Show Individual Cert LusessLzo Advanced Seftings..

D Hide Status and Errors Screens D Hide IP Address Screens | i
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& SoftEther VPN Client Manager

15. | Sambungan VPN diatas nama UTeM telah dihasilkan.

Connect  Edit View Virtual Adapter Smart Card TJools Help

VPN Connection Setting Name Status VPN Server Hostname Virtual Hub Virtual Network A...
) Add VPN Connection

Egﬂ UTeM Offline vpn.uterm.edu.my (Direct TCP/IP Con...  Acadermic VEN

Wirtual Network Adapter Mame Status MAC Address Version

i VPN Client Adapter - VPN Enabled 5E-A2-CB-60-B1-AE 4.25.0.9658
SoftEther VPN Client Manager EaNotConnected gS:thEtherVPN Client Build 9745

16.

Klik dua kali pada sambungan bernama “UTeM” untuk connect ke rangkaian

UTeM.
& SoftEther VPN Client Manager
Connect  Edit View Virtual Adapter Smart Card TJools Help
VPN Connection Setting Name Status VPN Server Hostname Virtual Hub Virtual Network A...
) Add VPN Connection
|t UTem Connected  vpn.utem.edu.my (Direct TCP/IP Con...  Academic VEN
Wirtual Network Adapter Mame Status MAC Address Version
i VPN Client Adapter - VPN Enabled 5E-A2-CB-60-B1-AE 4.25.0.9658
SoftEther VPN Client Manager EB 1 VPN Sessions g SoftEther VPN Client Build 9745
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17.

Prospective Student

Alumni

DIPLOMA &

Current Students Staff

ADMISSION

y
ULANG TAHUN

Setelah connection berjaya, semua trafik rangkaian akan melalui rangkaian UTeM.

WELCOME TO UTeiV

Visitors

BACHELOR

-
=
-
~
>
<
=
<
=
-
-
-
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18.

Untuk keluar atau disconnect daripada VPN UTeM, hanya perlu right-click pada
sambungan “UTeM” dan klik “Disconnect” dan sambungan akan kembali

menggunakan rangkaian luar/asal.

& SoftEther VPN Client Manager

Connect  Edit View Virtual Adapter Smart Card Tools Help
WPM Connection Setting Name Status VPN Server Hostname Virtual Hub Virtual Network A...
=) Add VPN Connection
E—ﬁ UTeM | Conr ] T T Academic VPN
| Connect
View Status...
Disconnect
Disconnect All
Recent VPN Servers...
Virtual Metwerk Adapter Name hicw VP Connectinn Scifing... Version
I PN Client Adapter - VPN Copy 1-AE 4.25.0.9658
Create VPN Connection Shortcut..,
Export VPN Connection Setting...
Import YPM Connection Setting...
SoftEther VPN Client Manager Set as Startup Cennection iftEther VPN Client Build 9745




